I FIM 56 FE

SIEMENS

I PFA

AT (hED BRQEF
B T &R
HiEEEHEALE
BFHEHKSHIR

PErT CRED HRAF



SIEMENS

1.1 TNV 5G 5 ZRIBTIAT ceeeeeeeeeeeeeeeeeee e esestessessssesssesses s estetessasssse st et essss e et et sessssensatesessssaseatassssasasnsatasens 3
1.2 TNV 5G 5 R BT R P BE oot e et tees s s e e st essasssestetessss s et et sessssesatessssasasetassssasasnsatansns 4
1.3 TNl 5G 5 R B ettt ettt e s e ettt s e s s e et et e s sas e e et et e s sas e et et sesas ettt essss e et et eesasaeneatenans 4
2.1 SINEMA RC IR B 28 AR P SR BT ZZEE ISR ot e et s e s st s s s s s ses et ssssasaeneas 5
201 ARG B IIIRZETEEIR oo et e et e e e e et s et e e e e e e e et e et e et ee s eeen et e e s e e rneeens 5
212 ARG BEITIRITAEZESR oottt ettt e ettt e et et ee et et ee et et et e reeeeae 5
PO T T e g i <P SOTRTO 6
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4, BIA 5 SINEMA RS ae @i, 3k 574 & BB .
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L EHE. RS ESSoH

ALLB(RIC), TEETS

. BOAT ISR ETERRIEL
. SECASFHSRNTH A
AR SRR

FERmEMR ITHS BE iR EERIN
SCALANCE MUMB856-1 6GK5856-2EAD0-3AAT 1 |SGEREIEE
MUMS56-1E =14 6GK5798-8MFO0-DAA1 1 |MUMB856-1DINSH| ZEEREE
ANT897-
FEEANTE97-4MC 6GK5897-4MCO0-DAAD 4 |AMCREENELE KL, B T3/4/5GHEh
TLER OILE,
R R R 6GK1906-0EB00 1 |HEMI2E8EERESS. LRI
I 6XV1801-28 4TLEREYT. SeK. 4x1.5
PSR P 20 mm2, BIETHE20KIEREE)
6XV1878-5TH50 1M 2(x4mED)FERI45M L, 180F B4R,
M12F0RI45EORMLZ 5M KE5.0%
SITOPESR PSU6200 6EP3331-7SBO0-0AX0 1 |SITOP PSU6200 24 V/1,3 A
N-Connect .
4 |, e e 4 . ERRENIE
N/N, male/male ZEEE2M  |6XV1875-5AH20 KEH2mAGRIERA, AR FIEERk
2 N-connect 83k, 0 #6 GHz, s
N/N, female/female RSk |6GK5798-2PP00-2AA6 4 IP6SEAIFELR ERZRpi
HiEFiEN R, BT EEMUM8se-
;) BISINEMA i
RCIER:, EREHMETETIZESEHR,
SCALANCE CLP 2GB 6GK5908-0UADD-0AAD HRT R ENR
1 BEAMIGE, 9154 VPN EiE 85 Ak
SINEMA RCHR 52 E Rt 6GK1720-1AH01-0BVO 1x SINEMA RC 2 P izl =
SINEMA RCHR % 28 FHRTE 6GK1722-1JHO1-0BVO 1 |FHER VPN $EIVE] 64 iEE Alik
BTFPC
1 | imA) LIS IMANmASMEIrE N IR (— 1 Ak
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2. RGER

2.1 SINEMA RC R 2% P im i 2235 50 F BEoK

2.1.1 RSP ER

»  SINEMA RC JIg 55 %5 ) 22 R 1 75 ZHE 4 — BE A A E IP N, IR AW 1P Bk
BN ARG, BT B4 SINEMA RC R %S 2870 it — A W 1P bk

= 15 SINEMA RC 55 25 R He 2% tH 28 T I, 7% ZEYERE B a8 T iR i o 11 %%
K (NATP) HUUFAT SINEMA RC IR % 88 (& T
4 XX XXXXXX AR TP, 10.255.255.138 A M 1P:

TCP: XX.XX.XX.XX:26382 #%4 4 10.255.255.138:443

TCP:  XX.XX.XX.XX:5443 ¥/ 10.255.255.138:5443

UDP: xX.xXx.xx.xx:1194 #°4 10.255.255.138:1194

TCP: XX.XX.XX.XX:6220 ¥/ 10.255.255.138:6220

2.1.2 JRE 2SR B R

SINEMA RC 45 28 IR AN V3.0, IR #8 A & 5t/ — 4> 64 {7 Ubuntu &
i, APRHAENEIE RS, R R RGP . HSCRRIE BRI [t
SINEMA RC k4545, T EAERMNL EAIE 64 £ Ubuntu R4 X . SINEMA RC
IR 55 5 X P BEE A 5K A ] 2-1 s

Component Minimum Recommended Recommended requirements
requirements requirements for the maximum configura-
tion limits
(see below)
Processor Dual Core CPU 2.4 Quad Core CPU 2,66 | Quad Core CPU 3,6 GHz
GHz GHz 4 threads and hyperthreading
disabled
RAM 2GB 4GB 8GB
Network adapter 1x 1x 1x Gbps Ethernet
Note: SINEMA RC Note: SINEMA RC Server sup-
Server supports up to | ports up to four network adapt-
four network adapt- | ers.
ers.
Hard disk >20GB > 60 GB 250 GB 55D
A P > s
BN ZRTRNER:
The SINEMA RC Server application can also be installed in a virtual machine (VM).
* VMware vSphere Hypervisor (ESXi) 6.5
* VMWare Workstation 14

2-1: SINEMA RC fR %5 3% Bt Fll R 4 B 5K
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2.1.3 & hu B SREEA B oR
AAAE FH I SINEMA RC %% 7 3 I B FRAS A V3.0, X H g 10 R4 2R Gn 14 2-

2 F’ﬁ 7N
BUHER:
Parameter Minimum requirements
Processor 1GHz
RAM 2 GB (64-bit)
Storage requirements hard disk + approx. 900 MB (with a 32-bit operating system)
+ approx. 2.1 GB (with a 64-bit operating system)
RGEKR:

+ Microsoft Windows Server 2016 Standard or higher (Desktop representation)
* Microsoft Windows 10 Professional 64-bit

u Microsoft

_.. Ml Windows
Windows 10 WM Server 2019

K] 2 -2: SINEMA RC & 7 i A g A A E R g8k

3. R4 AR

3.1 SINEMARC JR&REE

311 RF BB

IR ER R (ARERNLZE) 73, SINEMA RC edsas 2 mith)a, H
Jivi A BE I R TR 55

3.1.2 REB[TE
F1H:. MERE

Lk PC 5 SINEMA RC IR 545N 1P E R —/>1 WIS, @ AR 1P
https//:10.255.255.138 E %% 5% SINEMA RC iR %5281 Web Fitifi, 24 PC & LA T7
N Internet I, 3T https//:xx.xx.xx.xx:26382 % i SINEMA RC fik %2511 Web
I, P AR E Sy admin, WIAA D AT AE S SRS IHE N, Bk Tl
3-1 i
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Welcome to SINEMA Remote Connect

Local

Username: admin

Password:  ee uo|

UMC

Kl 3-1:

SINEMA RC fI 5528 % 5%

FhfiE, £ System/Network #6452 N 5 B k55 2 1A AT WAN A 1P, FH s

1, W 3-2 Fros:

Network

VPN Address Spaces
Date & Time

SMS & E-mail
Licenses

Update

Backup & Restore

Power Management

Settings
Remote Connections W
User Accounts v

+ Activate the interface
Interface: [0 v
MACaddress:  00:16:3e:34:71:85
MTU: 1460
Use DHCP: M
IP address:  10.255.255.138
Network mask: ~ 255.255.255.0
Default gateway:  10.255.255.253

VI SINEMA Remote Connect is located behind a NAT device with a fixed IP address.

WAN IP address: IR

3-2:

¥ 2k BEREP

SINEMA RC iR %5 %% W 2% it &

7t System/Date&Time/NTP %1% T % B 3% NTP k&5 2s bk 3- s, Wi 3-3 fr

N
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System A
Manual NTP
QOverview
Logfile Activate
Network System time:  10/22/2021 1:39 a.m.
VPN Address Spaces Last Synchronization Time: ~ 10/22/2021 1:27 a.m.
Time zone:  +00:00
Date & Time
Primary NTP server: 203.107.6.88
SMS & E-mail
Secondary NTP server: 1 114.118.7.161
Licenses
Backup & Restore

3-3: SINEMA RC JiR%% 28It s 6] 25
% 3. B Participant Groups

1t Remote Connections/Participant Groups 1% % Group 241, W& 3-4 fr

7IN:

System

Remote Connections G
q Apply filter

Devices . 5 N
No filter active [ Precise match

Device Update

I Participant Groups

Communication Relations

User Accounts hd O Group name Members may Reachable Ethernet  Number of Number of Number of Number of
P communicate interfaces users devices subnets nodes
S i hd
eniees [ Demo_Connect Yes No 1 2 0 1
Security v
My Account v

¥ 3-4: SINEMA RC ik 45 #36% Group

o BENZA I RE A AR (RIS AT D BAIER, 0l 3-5 .

© Exit dialog
* Group name: | Demo_Connect

Description:

Members may communicate with each other.

E] No Ethernet interfaces selectable.

3-5: SINEMA RC R4 #8858 Group W % 51 H.ilE
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F 4L QIBFHP
7£ User Accounts/Users&Roles F%42 61 51 F
= WEH P AEY
= A RAAE AR
» PSR EET RS IEIE— “Group” A

7f SINEMA RC &5#s B, ZrERERTH P C&L TN Online, BRI P imik 5
AR 45 L iEdE, Wk 3-6 fis:

Remote Connections b

User Accounts -
Users & Roles Al v 4
User Agreement No filter active [JPrecise match

Client Software

Services .
Security v
My Ac v VPN Account Dateofthe  Stat VeN
ly Account - N - . Accoun ate of the us .
O Username = 0 oo o Fistname & lastname & s lastlogin & * Ernlncol Actions
Oct. 20,2021,  Oct. 21,202 &% Offlin
huachen 404 p.m 1.7:20am. e OpenVPN [i]
] huacheni 172.30.03 - LELL AL CERELAE openvPN @ # = O
5:11a.m 1,7:26a.m.
Oct. 21,2021,  Oct. 21, 202 > dad
O] huachen2 1723004 - cL. 21, u2f, oo 2L & Online OpenveN @ 4 & @
6:59 a.m. 1. 7:12am.

K 3-6: SINEMA RC R4 28 1¢) FH Fr 4 B
F55: QENEE
7 Remote Connections/Devices #4261 i 3448 MUM856_ 1 #ibk, &% & %4
SRR, Y, %5 Type A “SCALANCE MUMSXX” , F¥ 4 s I 21 2R\ 557 61

I “Group” A, XJLALNMZIKE . location Il comments 25 A3FE 0 EL(E B ik
B, WK 3-7 fin:
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Participant Groups
Device i i —
Communication Relations A
Device ID: 2
User Accounts i
Device name:  MUMB56_1
Services .
Password.  #408eseeseessssssssssssess
Securil ~
ity Confitm password. S999sssasIRsERSsIIESISI RIS
My Account ¥ Vendor:  Siemens

GSM number

Location: 123

Comment:  huachen

VPN settings: LV
VPN protocol. OpenVPN hdl
Connection type: W
+ Request VPN address

[ Use fixed VPN address
[l Connection parameters

Al access. Vo

Participant groups: V| Add

Demeo_Connect X

K 3-7: SINEMA RC JIRZ5 2k 561 1

£ Remote Connections/Devices &2 F4k%4z, i F—H0l@iF4as
MUMB856_1 Bt 5 B, WE TR IPHEIDEE, BB B A NAT I
fie, A MUMS856-1 A HL T A 192.168.214.0/24, & 3-8 ffis:

System v . )
Device Settings Network Settings
Remote Connections A
Devices Template settings: Save settings as template
Device Update Subnet Settings:
Participant Groups Device is a network gateway [V
Communication Relations Subnet name: Add
User Accounts v Subnet MUM856_1 x
Services v Subnet name:  |MUMB856_1
Security v Participant groups: [ Demo_Connect V}

RevACeoUn: X SubnetIP:  |192.168.214.0
Subnet mask: |255.255.255.0

NAT Mode: [ None V]

Node name: Add

|

K] 3-8: SINEMA RC IR 55 28 1 & I 2
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560 SIEMSHIES

#£ Security/Certificate management 2§45 H i T 8% 2k 5 th M856-1 It B AH 5%
WEH, HFESHE MUMB856-1 #E Web T TH T A\ DA% H:, Wil 3-9 fik:

System v
CA Certificate Web Server Certificate VPN Server Certificate Device Certificate
Remote Connections v
User Accounts v . . - . .
If you change the following settings, existing connections to devices [ users can be
Services v terminated and the Web server is temporarily unreachable!
Security A
I Certificate Management

TN [] CA certificate name Expiry time Status Actions

IPsec CA 810210 SINEMA RC 08/18/2031 7:09 a.m.  Active

PKI Management

Syslog Management
My Account v

K] 3-9: SINEMA RC AR 55 2861 M ARAZUE
3.2 SINEMA RC Z& i i 22 2 /1 fd A

3.21 HH#E

HAT, V3.0 AR SINEMA RC k%5 #% R SCRF V3.0 JRAS %% /- i o

U IRAE 2225575 P i ERE IS PR 75 BB S RN, A E S R, T SRR AT
BaE, J7ik: 7£ Windows R4t F, #% FASEE: WIN+R, %iA‘regedit”, T3/
xo

Computer\HKEY _LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Sessi

on Manage %12 F, %4 “PendingFileRemameOpeaations” , #5## B &Mk
2O, MR R AR IR, W] 3-10 Fis:
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Computer\HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager

> | SecurePipeServers ~ || Name Type Data
> | SecurityProviders ab)(Default) REG_SZ (value nat set)
Server Applications 1| AutoChkSkipSystemPartition REG_DWORD 0x00000000 (0)
> ServiceAggregatedEvents 14 AutoChkTimeout REG_DWORD 0x00000008 (8)
ServiceGroupOrder b\ BootExecute REG_MULTI_SZ autocheck autochk *
» | ServiceProvider b\ Bootshell REG_EXPAND_SZ 9%SystemRoot¥\system32\bootil
~ | Session Manager 14 CriticalSectionTimeout REG_DWORD 0x00278d00 (2592000)
AppCompatCache REG_DWORD 0x00000002 (2)
> Configuration Manager REG MULTI SZ
DO§ Devices REG_DWORD 0x00000000 (0)
Environment REG_DWORD 000000000 (0)

Executive

0x00000000 (0)

7% HeapDeCommitFreeBlockThresh.. REG_DWORD
H (%00000000 (0)

FileRenameOperat \
|erenameperations 4 HeapDeCommitTotalFreeThresh.. REG_DWORD

1/Q System o .
> Kemel HeapSegmentCommit REG_DWORD (000000000 (0)
KnownDLLs leapSegmentReserve REG_DWORD 0x00000000 (0)
3 Memory Management nitConsoleFlags REG_DWORD 0x00000000 (0)
NamespaceSeparation 1% NumberOflnitialSessions REG_DWORD 0x00000002 (2)
Power ab) ObjectDirectories REG_MULTI_SZ \Windows \RPC Control
Quota System : & eRena Modify.. Tt T \IN\CA\ProgramData\Microsoft\W|
SubSystems el ProcessorContrc L 0x00000002 (2)
o) . Modify Binary Data...
> WPA e/ ProtectionMaode 000000001 (1)
> | SNMP 1% ResourceTimeoy Delete 0x00000096 (150)
SOMServicelist 4b| RunLevelExecute Rename Winlnit ServiceControlManager
> s 35 RunLevelValidate REG_MULTI_SZ ServiceControlManager
SrpExtensionConfig 2b|SETUPEXECUTE REG_MULTI_SZ

K3-10 : VEME
3.2.2 KB xRLMH

RN G, EEF TN ARG S A M P (AL DL xx.xx.xx.xx B&y) Al
(AR P2 26382) , FHFINTSCTE RS S um G P L AR, JEbd <%
57, WK 3-11 Pk

SINEMAIZIEFERE S 2

SINEMA RCAR S5 284577 ¢ v

SINEMA RCAR %25 URL: XX XKXX.XX: 26382

EFRAR Rr&IERE v
SINEMARCE/4L : huachen1
SINEMA RCET3 : l arsxanwas | =5

[Z]3-11 : SINEMA RC %% F7 iy 5 3%
B RS EBETLNE PIRRAL > Y EPC Y AR~ K 5 &M G, Kk
o HBRMNS1ZE PC “4fx” , RTREP RS MUl .

W B TR E, Ml “Connect” & RS %8, HFaidi “YES” RVFAIW &k
TR, W 3-12 Frok:
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SIEMENS SINEMA Remote Connect Client
wx@Em v BuE | @ @
P RESSEELH BE
SINEMA RC BP v
SINEMARCHEHE : VPNABALE: <
OFFLINE B
Z2E4H A huachen? NATHE z k
BE5IE
Y 2 v AR S
wESH  VeNEREE  FRAH BRI ENTR BARN Taed Eﬁ.&m s fid: AWM
MUMB856_ 172.30.0.2 MUM856_ 192.168.21 172.17.1.01 Camera 192.168.2 172.17.1.1 ’ONUNE 123 = L NAT
1 1 4.024 24 CPU 14.170 70
MUM856_  192.168.2 1721711
1 14.160 60
192.168.2 172.17.1.1
14.150 50

[&]3-12 : SINEMA RC & 7 iy AE UL 1

JRTENLE R R I 3-13 Pl

SIEMENS SINEMA Remote Connect Client
axiEw v BEd | @ @
P RFBEE RE
SINEMA RC iF v
SINEMA RCHhE = ﬁ VPNithE: 172.30.0.3
ERHH L huachen1 NATIAZ x
EPTIE
s :
UREH  WNDWE  FRLE  GHTR  BNIM  TARR  TAME  DASRM 45 frE SevrElE
MUMB856_ 172.30.0.2 MUM856_ 192.168.21 172.17.1.0 Camera 192.168.2 172.17.1.1 ¥ ONLINE 123 ﬁ = NAT
1 1 4.024 24 CPU 14.170 70
MUM856_ 192.168.2 1721714
1 14.160 60
192.168.2 1721714
14.150 50

B 3-13: SINEMA RC 7% /7 i 4 57 3% 4%

3.3 MUMS856-1 &#E

3.3.1 R
MUMB856-1 % H 2% M e £z 1 A5 J5 Wi 3-14 B
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o=
. § cup

EEBSIMIEE
4 x N-connect X£& (MIMO),
EFRE AT1+A2
= T
TRFRERTRE A3 + A4 L
- IRESHRE
HAFSaNEtHEO, M12
Akodiet [T
T~ . ﬂmmﬁ

1 Gbps [, 3I5PoE, FATDINS#hZ=
M12 X-coded

| A

| 24V DC, M12 L-coded
* CLP EEF/MNRIRSE

3-14: MUMBS856-1 i 1 28 4 W K 43 11 A =)

LR

o fEEZE, WL, ARG EPTR,
» CLP £ GEFEEIZAL, 20 2% TR T i,
= 5G SIM K3 TR SBEE R, SIMKFEENFIE,

R BT an P 3-15 Ais:

3-15: MUM856-1 1E [ K
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PRI T U 3-16 B

K 3-16: MUMS56-1 ¥ I

3.3.2 A\Mi&B

MUMS856-1 [ H 2R IP Ay: 192.168.1.1/24, ERIAHIK 2 4 FI2550, 4
“admin” . T B R B 1P, WTLMER Proneta, 1#ig 2 Step 7 25844

WS EOK ERE T WEB, R E ST F—ME, WA IP, [[4
HEN WEB TiTf, % ANERIAIK 42 F05500, SR )5 1% R G0 05 ) 7 SRAS B BRI 20

1E Interface/Mobile/General 42, %0~ EFRBAT W B JERGEH D, A Set
Value 77540, WK 3-17 Fis:
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» Wizards
» Information
»System

~Interfaces
» Ethernet
»Mobile

»Layer 2
»Layer 3 (IPv4)
»Layer 3 (IPv6)

» Security

Mobile Network Interface Settings

Enable Mobile Network Interface

PIN:
PIN Confirmation:

Radio Mode: | Auto

IP Version: | IPv4 only

Authentication Method: [ Auto

Allow Data Roaming

() Mobile data usage
Reset day of month: 1
Warning Limit [MB]: 2000

& 3-17: MUMS56-1 To£ks {HifE

7t Interface/Mobile/Operator #4%, %+ China, 41 3-18 fik:

- o

‘General | Operator

»Wizards
»Information Country List: [ . ~
Provider List;| SAmeroon (Republic o -

Cayman Islands
Ch

»System
PLMNID:
~intertaces Operalor Name:
»Ethemet APN:

*Mobile User Name:

Password:
»Layer 2 =

China (People's Republic of) I

Colombia (Repubiic of)
Costa Rica

Cote d'Ivolre (Republic of)
Croalia (Republic of)

»Layer 3 (IPvd)
»Layer 3 (IPv6)
»Security

mmq

Cyprus (Republic of)

Czech Republic

Democratic Republic of the Congo
Denmark

Dominica (Commonwealth of)
Dominican Republic

[Ecuador

Egypt (Arab Republic of)

El Salvador (Republic of)
Equatorial Guinea (Republic of)
Estonia (Republic of) -

K] 3-18: MUMS56-1 4% [H F A

MikizEn CREIONEGE) , JFmd “Create”B) @l i, & 3-19 fs:
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- -
General | Operator
»Wizards
»Information Country List:[ China (People’s Republic v |
ProviderList:[ .~ <
»System = vj—.
PLMNID:| China Mobile r
intesfaces Operator Name: | China Mobile
themet | China Mobile
- APN:| China Unicom 3G
) User Name: g YV I R
Password: | China-Mobile
phavece Password Confirmation: | TEFR{EERRIRECTLTE
FEREEERMRECTNET
playecS (B¥4) PEBEERARECTNET - - - 7
PEBEERARECTNET | APN.  User Name Password led i
phayecs (BY) SESEERARECTNET 0 R
<RE#83)) (China Mobile) GPRS G 3gnet =
it B GPRS (China Mobile)
hE#g) GPRS (China Mobile)
te | Del “hE#B3) GPRS (China Mobile)
[Create] [Delete]
FEBHNWAPIRE
FERWAPRE

K 3-19: MUM8S56-1 iz &

Wd R BB S 5 9 46001 VAR, R4 1 BNl H R BB TSR, 0

K] 3-20 ffis:

Operator
B2
General | Operator
»Wizards
»Information Country List:  China (People’s Republic v |
Provider List:
»System
PLMNID: 46001

vinterfaces Operator Name: China Unicom 3G

»Ethernet APN: 3gnet

»Mobile User Name:

Password:
pravers Password Confirmation:
»Layer 3 (IPv4)
Select  PLMNIDw OperatorName  APN.  User Name.  Password.  Password Confirmation  Enabled
»Layer 3 (IPv6) ) Manual 0 =
[] 46001  ChinaUnicom3G 3gnet -
»Security
6 entries.
[crest Do) <11 Rt

K] 3-20: MUMS56—1 i AR AR 2 1

1t Information/Mobile %1%, BEHERBIERVIRZS, T EERFFEC T 4N 1P Al

DNS Server 2/ &

T8 B E R Ty, i 3-21 AT

PEIT CRED HIRAF
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SIEMENS

» IPv4 Routing

Logout
»Wizards
wInformation IMEI:
» Start Page SIM Status:
. PIN Status:
»Versions
IMSI:
» &M
Phone Number:
»ARP/ ) )
Neighbors Connection Status:
»Log Tables Packet Switch Status:
Eallis Cell ID:
LAC / TAC:
»DHCP Server )
Signal Strength:
» SNMP o
e ARFCN:

Mobile Chip Temperature:

¥ IPVG Routing Provider:
» Mobile APN:
»IPsec VPN External IP Address:
»SINEMA RC DNS Server(s):
»OpenVPN

» Redundancy

864284040170180

present

No PIN required
460015111956809

Registered to home network (5G SA)
Attached in 5G SA capable cell
59628044562

0xDE2002

-79 dBm, 23 CSQ

78

627264

29°C

46001-China Unicom 3G
3gnet

10.158.238.6

58.240.57.33, 221.6.4.66

3-21:

MUM856-1 JEZ N AR 2

[FEf, B EARIR “Q” B LED JTRFEEIN SRR R I A .

3.3.3 SINEMARC & &

5815 BEEBRED

7t System/System Time/NTP Client #42 T & & NTP k% &% IP ik, 1P 5%

I BCE N B, %, Wkl 3-22 Fok:

Welcome admin  Network Time Protocol (NTP) Client
oo
Manual Setting DST i DST | SNTP Client NTP Client SIMATIC Time Client NTP Server _
»Wizards
» Information NTP Client
() secure NTP Client only

~System Current System Time: 05/13/2021 00:10:21

»Configuration Last Synchronization Time: Date/time not set

»General Last Synchronization Mechanism: Not set

»Restart Time Zone: +00:00

»Load&Save Daylight Saving Time: inactive (offset + Oh)

»Events

»SMTP Client NTP Server Index:| 1 v

» SNMP

»System Time e NTP Server  Poll

Select Server  NTP Server Address Port taerval Key ID Hash Algorithm

»Auto Logout Index:

»Button | | 203.107.6.88 123 64 1 DES v

»Syslog Client O 2 114.118.7.161 123 64 1 DES <

»Fault

Monitoring 2 entries.
»PLUG
< Refresh
ing

K 3-22:

MUM856-1 It 4[] 25 15 &

PEIT CRED HIRAF
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SIEMENS

B2L: FALED

£ System/Load&Save/HTTP 42, - X509 Certificates ] “Load” {44k il
HIEFEFNZATH 3 IR FHAIEMIES, W&l 3-23 Fik:

EE: k4 Security/Certificates #/2 F B CEAUET, W& ELE AR
FoMMBE, U FUE A5 5N SR I 2% 3 B 4t B s

I SCALANCE MUMSS6-1 WEBMa: X =+
¢ Open X
< C O A Notsecure | https://192.1
| hetp 1 Desktop > fERIRIL v O Search *EfE 1311
i Apps [ EOFEN [C] Expense Centre Co.. @
Organize * New folder = ™ 0
~ P . Date modif
SIEMENS #* Quick access Name Date modif
192.168.0.1/SCAL  mouc, R
Welcomeadmin  |_oad and Save via HTTP @ OneDrive - Siemens AG
) Wu, Bo (RC-CN DI PA DCP COC)
koo ~

» e

pWizards ¥ 3D Objects
b Information Type B Desktop
Dovg &3 (C) SYSTEM
eSystem Firmware v
» Configuration HTTPSCert HTTPS ~7 (D) Data
»General LogFile Event, wx (Z:) 2003cvmf (\\cnsha03403\hor
LoginWelcomeMessage  Login Wi =4 Libraries
»Restart MIB SCALAN - v < >
»Load&Save ModemQualityLog Modem
»Events RunningCLI ‘show ru File name: |CA_533496_SINEMA_RC.crt v | Al Files (*.%) v
» SMTP Client RunningSINEMAConfig  SINEMA I
»SNMP Seript Script
S SVRleiTiNS SINEMAConfig SINEMA
Startupinfo Startup Information Save
»Auto Logout
3 Users Users and Passwords Load Save
pSysog Check WBMFav WEM favourite pages Load Save Delete |
»Fault X509Cert X509 Certificates Load Save
Monitoring
»YPLUG [Refiesh
»Ping

3-23: MUM856-1 S AAETS

Security/Certificates #42 F B HUETRE, valid NE RS, WK 3-24 Fis:

Welcome admin  Certificates Overview
L [
»Wizards
» Information Select  Type Filename State Subject DN Issuer DN
CA_533496_SINEMA_RC.crt
»System [J CACent valid CN=CA 533496 SINEMA RC CN=CA 533496 SINEMA RC
»interfaces
1 entry.

»layer 2
»Layer 3 (IPvd)
»Layer 3 (IPv6)
~Security

»Users

»Passwords

»AAA

»Certificates.

» Firewall

K] 3-24: MUM856-1 il TR A i)
¥ 3w HXSHEE
7t System/Sinema RC #§42~, AT N8R E, E&FIEH, HHE0S,

T (hED) GRAF 19
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IR e B )M T A

AEERER S A 1P i 1 Ry 39.105.29.198 Al 443)
WA 1T N B RAIEF

Device ID 5 (Hze FE %4 IRk 55 25 i I Tl 56 6 4D

WO« A BB KEEINAT JU” CRRIABE)

Enable Sinema RC 447

NS N N NN

WE S 3-25 frs:

ABHEEIGS Enable SINEMA RC
» Information
Server Settings
~System SINEMA RC Address: 39.105.29.198
» Configuration SINEMA RC Port: 443
» General
» Restart Server Verification
» Load&Save Verification Type: CA Certificate v
» Events Fingerprint:
» SMTP Client CA Certificate: CA_810210_SINEMA_F v

» SNMP
Device Credentials

Device ID: 6
Device Password: ss=ss=

» System Time
» Auto Logout
» Syslog Client ) ) .
Device Password Confirmation: sssss=
» Fault
Monitoring

»PLUG Optional Settings

Auto Firewall/NAT Rules
Type of connection: Auto v

»Ping

» DCP Discovery
»SMS

»DNS

» DHCPv4
»cRSP /SRS

Use Proxy: none v
Autoenrollment Interval [min]: 60
Timeout[min]: 0

» Proxy Server

SINEMA R

K] 3-25: MUM856-1 SINEMA RC % B &%

7E Information/Sinema RC 42 K, “established” %/~ 5G it L& I 5 m e i%E
PRS2 L ERE:, K 3-26 Fias:
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Logout
»Wizards

~Information
»Start Page
»\Versions
»I&M

»ARP /
Neighbors

»Log Tables
»Faults
»DHCP Server
»SNMP
»LLDP

»IPv4 Routing
»IPv6 Routing
»Mobile
»IPsec VPN
»SINEMA RC
»OpenVPN
»Redundancy

»VRRPvV3
Statistics

»Security

Status:

Device Name

Device Location:
GSM Number:

Vendor:

Comment:
Type of Connection (Server):
Type of Connection (Device):

Fingerprint;

Remote Address:

Connected Local Subnet(s).

established (58.211.121.26, Port 1194, UDP)
MUMB856_1

123

Siemens

huachen

Permanent

Auto

58.211.121.26

:192.168.100.0/24

Connected Local Host (s):

Tunnel Interface Address
Connected Remote Subnet(s)

Refresh

172.30.0.2

:172.30.0.0/16
172.29.0.0/16
172.32.0.0/16

3-26:

MUM856-1 SINEMA RC JEHAR AR H)

[FIF, A ARy IR LED XT % 5 R R IEE R

PEIT CRED HIRAF
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SIEMENS

4. Myx

41 PFE 1-%TF SINEMA RC & 5#24L

TCFE R RSS2 22 B8 0 45 H T 4 M FEREY A1 14> Client % 7 S R A2 AL,
WR 2 6 &V, E s iR g, R EA5MNEE SINEMA RC Client (V3.0 %
Fr R i B S AR AR AT RS .

RC % F 3 () [ — A~ DVD BT PLREAE 2 AN R b, (HBASE— MR IRG5 # d S238
TR LI 5 31 A 98 8 AR R, FoAt RIS M2 B TR — ML T, BRAR R e
Ui AL ECH TR 58 MU T

2 P o A O

7£ SINEMA RC Jlz 45 231 System/License/Online Activation 4%, %A\ DVD
AR BLM AR, H A “Check License” KAFEEL, Wik 4-1 FioR:

SIEMENS SINEMA Remote Connect
10/21/2021 7:24:42 AM (UTC) ©@ X huachen English v [3 Logout | 0
System A
Overview Online Activation Offline Activation
Overview
Logfile * License number J2K5U-G5EJ6-2X3W2-RSETX-UQBMZ
Network
Check license
VPN Address Spaces
Date & Time < License
License type S
SMS & E-mail SINEMA RC Client 1
I Licenses
Activate license
Update

Backup & Restore

Power Management

4-1: SINEMA RC AR5 #% B IB0E 2% 1 b 52 AL
It G2k R RUE AT “Activate License” ¥EIE T, WK 4-2 B

PEIT CRED HIRAF 29



SIEMENS

SIEMENS

10/21/2021 7:25:17 AM (UTC) © .'.huachen

System A
Overview Online Activation Offline Activation
Overview

Logfile * License number:  J2K5U-G5EJ6-2X3W2-R5ETX-UQ8MZ

Network
Check license

VPN Address Spaces

Date & Time License type ‘I;L(;i:se
S & [EGRET SINEMA RC Client 1

I Licenses
Update

License was successfully activated.
Backup & Restore

Power Management

Settings

Pd 4-2: SINEMA RC R %% 2% FLIS0E 2 i 2 A

7t System/License/Overview 1% T 7] £ ] CLIE ) “ SINEMA RC Client” #%
B W 4-3 FioR:

SIEMENS SINEMA Remote Connect

1012112021 7:25:47 AM (UTC) © 2 huachen English v [3 Logout | 9
System A =
Overview Online Activation Offline Activation
Overview
Logfile [J Number License type License number Activation date License value Status Actions
o 00000-00000-00000-00000-00 .
Network Demo Connection License 000 - 374 Active (i ]
VPN Address Spaces R Demo Client License 22?00-00000-00000-00000-00 = 11 Active (i ]
i J2K5U-G5EJ6-2X3W2-R5ETX-U  Oct. 21, 2021, 7:25 a.
Rate& U m] SINEMA RC Client 21,2021, 7852 g Ative @
Q8mz m.
SMS & E-mail
Update
Backup & Restore
Power Management

K 4-3: SINEMA RC R4S 2% B3 F i 2 BOIR 2 &)
BERUETRE T8 S M Bk

User Accounts/Client Software/Client Licenses %1% T il i& £ A BOS IR, I
mii “Delete” B SR EG PC Y E. 1FR, N EAEZ N & S fE 23 A
MR AL, anbd 4-4 Fios o

T (hED) GRAF 23



SIEMENS

SIEMENS
11/1/2021, 8:43:47 PM (UTC +08-00) @

System
Remote Connections
User Accounts
Users & Roles
User Agreement
Client Software
Services

Security

My Account

v
Client Software Client Settings Client Licenses
v
~ | To use this feature you have to purchase the license "SINEMA Remote Connect Client” with the MLFB 6GK1721-1XG03-0AA0 (or 6GK1721-1XG03-0AK0 for OSD)
[ Clientsystem ID 4 (lient device name 4% lastconnectiontime # Lastconnected user %
1313039-I9KEPK-DIPHFZ-1FS6441 DESKTOP-V4KJAQS Now. 1, 2021, 8:39 p.m RCClient
Delete MNumber of users to display:
v
v
v

4-4: SINEMA RC AR5 28 185 P bt 52 BSUIN

4.2 Mx2-ZETHPLCEFRIP #E

PAE T TIA R4, £ PLC R 7 AT B S & B R BB & 15 s
1P, TiixX /N FE A B AT PLC FE R —AN RN (BF—> VLAN) WA RTEL, B
T AEE R T 1P ik LB RS i@ i, AR IIRE R, FEF N B Ar
PLC 1P ik, 4n2RAE 1 NAT DhBe N d A2 H R4, 1P ik, 4nf&l 4-5 fos:

TR Tt
BTHITHERT L1
Wi WERD i1 ] wORD it FM
PLCt CPU1214CDCD.. 1X1  PNAE 192.168.214.160
PGPCHROIANAES - @ e [+]
PGIPCHRE] © (M intel(R) Wireless-AC 9260 160MHz ~leE
wOFPREE - [[E 0 Rene [-]®
LS | [-]®
BB BT AREEN I+]
B WRARD w|OXH it Binga
nc CPU1214CDCID... PNIE 172.17.1.160 nc
- - PNIE Whiapeht =
FEMTC)
HERBRE - [ REFatae -
O BESRR. #7145 2T EHERTRE ko]
M EEERR RN i
HESREETRERM. (=)
1 S n SRR v

K 4-5: IR T E7FE

4.3 B4 3 - NAT Thek

IR RC R #BAL T 2 M HIEIN M IP Hulikff) MUM856-1, 3 H &> MUM856-1
FEHL P X BT 7 1 2% 1O 1P MhhESE e —FE, TR B IRSS %% Bk B MUMB856-1 KR IP
(AN[EAEHL R T NAT B ERL IP ANBEAETRD T NAT ¥4, £ MUMS856-1 5 RC ik

Fr UL
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SIEMENS

oINS R S, NAT U 2 B 3)[F)20 3] MUMS856-1 #E |, NAT 7/~ =
K 4-6 it n:

172.17.2.1124
A=
RC _ s
Client 1 ad) il

| 192.168.214.160/24 | | 192.168.214.160/24 | | 192.168.214.160/24 !
=P ! | R [ | % !
| 192.168.214.150 ! | 192.168.214.150 ! | 192.168.214.150

: |

BEEA: PLCHYRISE AVPNIREREY A RIP,

K] 4-6: SINEMA RC AR%5 %8 i NAT ThRE &

H T SCREFI R NAT #8, anFe

= NAT 1: 1: KBS INERI3% 1P Mk 2 (% ¥, 40 172.10.1.1/24 ¥k
192.168.1.1/24, 172.10.1.253/24 #:¥#1°4 192.168.1.253/24, 55 HNAL
Sob N —AN X B 1P HbhE [ 5 46

» NAT for local host: —XF— IP Hulib&E$e, 45 F0 N R —A 1P Hohk
O

PLF N 1 4 MUMSS56-1 fHL[1] NAT for local host #4445, MUMS856-1 #Hk [

W IP #552 192.168.241.150/24, RAMEEAHL T i) CPU A% 15 3k 1P Huht#—
FE, 43R)E: 192.168.214.160/24 F1192.168.214.170/24, K 4-7 Fixs:
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Subnet MUMBS6_1

x

MUMBSE_1

Subnet name:

Participant groups:

vpn_user_group

192.168.214.0

Subnet IP:

ask:

Subnet m,

MAT for local host | Hint: Only the configurad nodés ars reachabik

NAT Mode:

Wirtual Subnet IP:

wirtual Subnet mask:

Node CPU »

Wode name:  [CPU

Mode 19:

172171180
T
—

virtual Mode 1P: |17
Participant groups: ¥
Node Camera x

192.16 70

Virtual Node IP: 172.17.1.170

Node MUM356_1 x

Mode name:  [MUMBSE,

2
virtual Node IP: 172.17.1.150

& 4-7: SINEMA RC R 55817 NAT % &

B RC E# )5, v LUZFE ping RN IP ik 172.17.1.150, u1l& 4-8 Fr

C:\Windows\System32>ping 172.17.1.158 -t

1?72.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158
172.17.1.158

A
1=322ms TTL=63
TTL=63
TTL=63
TTL=63
TTL=63
TTL=63

157ms
|=120ms

By
Bj[ﬂ=388ms
[|Bj=268ms
|=226ms
=193ms
=48ms TTL=63
T|8]=182ms TTL=63
Bf(B]=61ms TTL=63
1(8]=354ns TTL=63
TTL=63

TTL=63

TTL=63

TTL=63

TTL=63

TTL=63

TTL=63
TTL=63
TTL=63
TTL=63
TTL=63

& 4-8: RC %%/ 3ifi HELABi ping J@ MUMBB6—1 ffy K 8L 1P

PEITT CRED ARAR
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FIRF, 0 8 i Al fE L 1P172.17.1.150 ] & 5% 52Fk IP 25 192.168.214.150 [¥]
5G R BCE T, K 4-9 Fios:

& C @ O & o hitps//172.17.1.150

SIEMENS
192.168.214.150 /SCALANCE MUM856-1

n SCALANCE MUM856-1

sk ‘}

{»Wizards Please select one item of the menu on the left

»information

»System

*interfaces

|»Layer2

1 »Layer 3 (IPvd)

»Layer 3 (IPv6)

‘ »Security SIEMENS

SCALANCE
M800

K 4-9: RC %% 7 Uit HH Ao 38 5 MUMB56-1 [ Rl TP & 3% Web LR

4.4 MBIx4- RTHAMNRERMREE

5G fEHt MUM856-1 )P EFE 2%, WRAEW TRV N, FFEREMNIE, MW
Kbk B A MUM856-1 (1] PR 1P Hudik .

WIR NP EEA T ERE RIS, E OB MM R GBS, 7 LAE
MUMB856-1 ] Layer 3/ NAT ¥ & BLIE um L O 3E, IXFEN M aT DIAE RN oG, =
L IIRE T 456 NAT £ H, WK 4-10 o,

T (hED) GRAF 27
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4-10: MUMS56—1 Ji4i Hiu ik £l 24
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